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Trick question



Roach motel



Roach motel



Roadblock





Deceptive design patterns are built on 
knowledge from  cognitive and 
behavioural psychology



A sense of urgency entices us to take risks 
and reduces our capability to reflect in the 
moment of action. 


https://psycnet.apa.org/record/2008-14745-002



Fear of missing out



The Prospect Theory:


People feel the pain of loss more strongly than they 
feel the joy of gain.

Source: https://www.nngroup.com/articles/prospect-theory/



OMG 

loss!



EU Commission study:

Certain deceptive pattern scenarios had a clear 
impact on the participants’ decisions and led to 
making choices that are inconsistent with 
their preferences.

Source: “Behavioural study on unfair commercial practices in the digital environment” by the EU Commission


https://op.europa.eu/en/publication-detail/-/publication/606365bc-d58b-11ec-a95f-01aa75ed71a1/language-en/format-PDF/source-257599418


2019:

Study of over 11,000 online stores finds  
'dark patterns' on 1,254 sites (11%)

Source: “Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites” by Arunesh Mathur, Gunes Acar, 
Michael J. Friedman, Elena Lucherini, Jonathan Mayer, Marshini Chetty, and Arvind Narayanan. 2019.

https://arxiv.org/pdf/1907.07032.pdf


2022:

97% of the most popular websites and apps 
used by EU consumers deployed at least one 
deceptive pattern.

Source: “Behavioural study on unfair commercial practices in the digital environment” by the EU Commission


https://op.europa.eu/en/publication-detail/-/publication/606365bc-d58b-11ec-a95f-01aa75ed71a1/language-en/format-PDF/source-257599418




Time for exercise! 



Let’s do a quick survey:

Experience with deceptive 
patterns



Stand up if…


I have encountered one 
within the last 6 monts



Stand up if…


I guess I have,  
but I’m not sure



Stand up if…


I haven’t  
encountered one



Survey by Blue Label on deceptive design:

Almost 70% of respondents were uncertain 
whether they had been exposed to a 
deceptive design pattern in the past.

Source: Deceptive Design survey by Blue Label, 2023, 536 respondents. 


https://www.bluelabellabs.com/


What do businesses get 
from mitigating 
deceptive design?



INTERNAL RISKS

Employee retention

Resources/ costs

EXTERNAL RISKS

Loss of customers

Negative PR

Legislation



+70 million 
followers on 

Instagram



have stopped buying

from companies that 
did something they

consider distrustful.65%

Source: Salesforce “State of the Connected Customer” Report Fourth Edition



Source: “Consumers are becoming wise to your nudge”, Behavioural Scientist  

49% of the people in the study were likely to 
distrust websites that use manipulative 
design tricks. 

https://behavioralscientist.org/consumers-are-becoming-wise-to-your-nudge/


Source: “Why digital trust truly matters", McKinsey  

McKinsey study:

In the buying decision process, 
trustworthiness and data protection is 
now seen as nearly as important as price 
and delivery time. 

https://www.mckinsey.com/capabilities/quantumblack/our-insights/why-digital-trust-truly-matters




Results of ethical design

Sustainable profit

Brand trust
Customer 
loyalty & 

satisfaction
Cost efficiency Employee 

retention
Risk manage-

ment



How do we move away 
from deceptive design 
practices?



IDENTIFY REPLACE PREVENT



IDENTIFY

Awareness - teach your teams what 
deceptive design looks like and how it 
emerges


Test specifically to identify deceptive 
patterns (this is a UX designer’s specialty)



Confirmshaming





REPLACE

Get to know the alternatives - the ethical 
design patterns.



Most Sensible Default (instead of Misdirection)



No Strings Attached  
(instead of Forced Disclosure)



Don’t make me think (instead of Trick Questions)



Always Provide an Exit (instead of Roach Motel)



PREVENT



PREVENT

Assessment process


Systematic test processes


Decision framework


Governance - make it acceptable to raise a red flag 



PREVENT

Assessment process


Decision framework




Image source: Denise Jans on Unsplash 

https://unsplash.com/pt-br/@dmjdenise?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Process Assessment // 
Deceptive Design



1-5 or N/A 0-100 E x W

Statement Evaluation Weighting Score

1 We test our product regularly to identify deceptive patterns 1 100 100

2 We proactively remove any deceptive pattern that we identify 1 100 100

3
We proactively opt out of using manipulative/ persuasive design 
methods

5 100 500

4 Our governance model specifies how to escalate cases of concern 1 100 100

5
We have an established decision making process to help us prevent 
deceptive design

5 100 500

Actual score 1300

Highest possible score 2500

Test result quotient 52 %

Process Assessment // Deceptive Design 



Value Matrix // 
Deceptive Design



1-5 or N/A 0-100 E x W

Values Evaluation Weighting Score

1 We do not hide essential information 5 100 500

2 Our design is easy to understand for all 3 100 300

3 We utilise conventional mental models 5 100 500

4 We do not use manipulative techniques 5 100 500

Actual score 1800

Highest possible score 2000

Test result quotient 90 %

Value Matrix // Deceptive Design 



1-5 or N/A 0-100 E x W

Values Evaluation Weighting Score

1 We do not hide essential information 5 100 500

2 Our design is easy to understand for all 3 100 300

3 We utilise conventional mental models 5 100 500

4 We do not use manipulative techniques 5 100 500

Actual score 1800

Highest possible score 2000

Test result quotient 90 %

Value Matrix // Deceptive Design 



Putting guardrails 
in place



Activate and share 
knowledge across 

departments



Time for exercise! 



1-5 or N/A 0-100 E x W

Statement Evaluation Weighting Score

1 We test our product regularly to identify deceptive patterns 100

2 We proactively remove any deceptive pattern that we identify 100

3
We proactively opt out of using manipulative/ persuasive design 
methods

100

4 Our governance model specifies how to escalate cases of concern 100

5
We have an established decision making process to help us prevent 
deceptive design

100

Actual score

Highest possible score 2500

Test result quotient

Deceptive Design Process Assessment



Stand up if…


You scored a perfect 2500



Stand up if…


You scored 1500-2400



Stand up if…


You scored 500-1400



Stand up if…


You scored below 500



We can’t change 
what we don’t know



Results of ethical design

Sustainable profit

Brand trust
Customer 
loyalty & 

satisfaction
Cost efficiency Employee  

retention
Risk manage-

ment



Image source: Matt Duncan on Unsplash 

https://unsplash.com/photos/IUY_3DvM__w


Ethical Design

Thank you!
trinefalbe

trinefalbe.com
ethicaldesignnetwork.com

http://trinefalbe.com
http://ethicaldesignnetwork.com

