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Authority for Consumers and Markets

1 Introduction

In recent years, significant changes have been made to EU consumer legislation to strengthen the
position of consumers in digital markets'. ACM is delighted by the initiative of the European Commission
to follow through with legislative action to protect digital consumers further by undertaking the so-called
Fitness Check of EU consumer law as announced on 9 May 20222. In this non-paper, ACM supports and
contributes to the initiative, and highlights the topics that it considers for prioritisation in the evaluation
process. The content of the paper is based on ACM’s experiences as an agency responsible for, among
other duties, enforcement of consumer law and consumer outreach. Furthermore, it is based on extensive
interactions with national and international colleagues, with a large number of stakeholders, with scholars
from different academic fields and with representatives from the business community on the various
topics.

High-level recommendations

1. Fair design; commercial digital environments should be fair to consumers. They should not contain
design choices or techniques that harm consumers, whether that is financially, emotionally, in terms
of time lost, privacy lost or by creating addiction. Whether a digital environment is fair to consumers
should be tested.

2. Personalisation; personalised commercial practices should be in the economic interests of
consumers, and they should not lead to discrimination or exclusion, particularly of vulnerable groups.
Nor should they exploit consumer weaknesses.

3. The average consumer; to raise the level of overall consumer protection by current legislation,
particularly in the digital domain, the ‘average consumer’ should be redefined, reflecting actual
consumer behaviour and capacities.

4. Transparency; transparency requirements have limited potential in mitigating asymmetries.
Therefore, consumer policy should be cautious about introducing additional transparency
requirements. Current ones should be evaluated for effectiveness. Sometimes, the effectiveness of
transparency can be increased, for example by standardisation of the requirements. In other cases,
alternative solutions need to be found. Prohibiting certain practices should be considered as a last
resort.

Specific recommendations

1. In-game and in-app currencies; the use of in-game and in-app currencies obscures the fact that
consumers, particularly children, spend real money. Therefore, it should be considered whether in-
game and in-app currencies actually serve consumers in any way whatsoever and should therefore
be prohibited. If these currencies are allowed, it should be explicitly required that the ‘price’ expressed
in in-game or in-app currencies is always accompanied by the corresponding monetary price.
Additionally, consumers should have the same or similar rights in relation to in-game and in-app
transactions as in relation to monetary transactions.

2. Loot boxes; the widespread use of loot boxes in online games is the cause for various concerns from
a consumer-protection perspective. Loot boxes have addictive effects, are marketed aggressively,
contain skewed winning probabilities, and may increase consumer spending as a result of the use of
their micro-transaction characteristics. It is unlikely that transparency requirements will sufficiently
mitigate these risks. Therefore, a prohibition of loot boxes should be considered.

3. Non-fungable tokens (NFTs); NFTs have the potential of becoming an important means of proving
and transferring digital ownership, particularly in AR/VR-based environments. However, the
blockchain-based nature of NFTs makes it hard to see how some basic consumer rights, such as the
right of withdrawal, could be invoked. Therefore, it should be considered how consumer rights could
be drafted and enforced effectively in relation to NFTs.
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2 High-level recommendations

In recent years, the Netherlands Authority for Consumers and Markets (ACM) has actively promoted
increasing the level of consumer protection in the digital economy. Characteristics of today’s digital
consumer markets are the extensive use of customer data, the use of behavioural insights about
consumer behaviour, the widespread use of automated decision-making software (Als), the introduction of
ever more-immersive commercial environments, and the existence of powerful digital platforms. These
developments have delivered a broad set of innovative products and services from which consumers
worldwide benefit on a daily basis. At the same time, they have also further widened the previously
existing imbalance in terms of information and power between, on the one hand, consumers and, on the
other hand, businesses. Businesses are increasingly able to leverage their power and influence consumer
preferences, steer consumer decision-making on a large scale and in real-time, and stipulate terms that
are predominantly in their favour. This threatens consumers’ autonomy to take independent, well-informed
decisions that are in line with their interests, and thus discipline markets. These developments are widely
recognised among industry professionals. They are also observed by ACM in its enforcement and
educational work. This leads to the following recommendations.

2.1 Fair design of digital commercial environments

Digital commercial environments, whether they be web-based, app-based, game-based, voice-based or
VR-based, are continuously optimised for conversion. It is ACM’s experience that many businesses have
too little attention for compliance with EU consumer law in the optimisation process. In order words:
making money is often prioritised over customer interests and compliance. As a result, online practices
that mislead consumers (or have the potential to do so) — also referred to as dark patterns, deceptive
design, unfair persuasive technigues or online choice architecture, are omnipresent®. Not only do these
unfair persuasive practices harm consumers’ interests, but they also impair fair competition and the ability
of people to make autonomous choices*. This needs to change. This begs the question what can be done
in legislation to accelerate that change.

Current EU consumer law contains open standards that allow for interpretations in such a way that many
of the practices concerned can be addressed. For example, ACM has done so in its Guidelines for the
Protection of the Online Consumer®. In order to accelerate the process, EU consumer law could make it
more explicit that and how the current legal provisions, such as the ones on aggressive practices,
professional diligence and undue influence, should be applied to combat unfair persuasive practices in
digital markets. However, in itself, such additional clarification may not be sufficient to create the changes
that are needed. Clear-cut prohibitions for specific practices are important drivers for compliance and
should be considered®, despite the fact that they could be quickly outdated or circumvented. Therefore, it
should be explored what practices could be effectively and explicitly banned, starting with the most
harmful ones such as obstructive or forced-action design patterns, unfair persuasive practices in relation
to pricing, practices that tap into ‘powerful’ biases such as defaults or scarcity, or practices that aim to
dissuade consumers from exercising their rights as consumers and particularly the personalised forms of
these practices (see par. 2.2). Potential solutions can also be found in mandatory design requirements or
prescribed design features. An inspiring example is the German legal requirement for a cancellation
button for online subscriptions”. When drafting prohibitions, it is important to establish a proper balance
between principle-based and rule-based legislation, using the benefits of both.

Another solution could be to create a generic duty of care for businesses to create digital commercial
environments that are fair to consumers, meaning that they do not feature any dark patterns or deceptive
designs. Such a generic provision would also complement art. 25 of the DSA in making sure that all dark
patterns are covered by EU consumer law. Furthermore, it would also be helpful if EU consumer law
made explicit what types of harms EU consumer law aims to protect consumers against. Some online
persuasive technigues trigger addictive responses in consumers (e.g. gamification, loot boxes etc.) others
aim to retain the consumers’ attention (e.g. impacting the consumer’s economic behaviour). Other
commercial practices exploit consumers’ attention since the consumers’ attention and engagement with
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an online service (and therefore their personal data) is what is provided by the consumer in exchange for
access to and use of the online service (e.g. infinite scroll, auto-play, naotifications, etc.). A fourth group of
practices targets consumers’ dynamic inconsistent preferences, i.e. their systematic underestimation or
overestimation of their future behaviour, or their risk aversion and can result in significant consumer harm
without necessarily being misleading or aggressive. In its Guidelines on the Protection of the Online
Consumer, ACM shows a willingness to consider many of these types of harms covered by EU consumer
law. However, it would be better if EU legislation provided certainty on this matter.

Next, a potentially useful addition to the law is to extend the application of consumer law beyond traders to
third-party facilitators of unfair persuasive techniques. Many online traders use third parties that facilitate
or enable the deployment of persuasive techniques on their digital sales environments. Such third parties
can be online platforms, online marketing companies or business-to-business suppliers of software or
services (e.g. plug-ins or review management services) etc. Sometimes, these third-party facilitators offer
products and services that lead to unfair outcomes for consumers per se. Other times, third-party products
and services contain no or insufficient measures to prevent the trader from using them to mislead
consumers. This increases the risks of consumer harm. Under current consumer legislation, it is unlikely
that third-party suppliers are liable for the violations that they create (or help create). Introducing legal
liability for these businesses could be a way to decrease the number of unfair practices in e-commerce.

Furthermore, it is important that the business community tests its commercial practices, not just to
understand the effects of those techniques on conversion — which is already widely being tested — but to
understand the effects of their commercial techniques on consumers. Do consumers understand the offer
and the design of the sales channel? Do consumers make choices that are in line with their interests as a
result of persuasive techniques etc. Ideally, legislative changes encourages businesses to engage in this
type of testing and apply the results serving the consumer interest.

When revisiting EU consumer law in the light of online persuasive techniques, it will also be important to

safeguard that the legislation:

- addresses the different effects of dark patterns in increasingly immersive digital eco-systems such as
games and immersive AR/VR environments (e.g. Metaverse), in which opportunities to influence or
mislead consumers will exponentially increase and in which the levels of influence could be
unparalleled by anything we have known thus far®. Legislation should, to the extent possible, precede
these developments and lead them in the right direction, so that we do prepare for the risks of the
next wave of technological developments;

- addresses system-level dark patterns. These patterns exist in higher levels of coding that are not
immediately consumer-facing but that do directly impact consumer decision-making®;

- acknowledges the accumulative effects of multiple unfair persuasive techniques used simultaneously;

- on consumer protection law, privacy and competition law form an integral framework that is able to
tackle deceptive designs collectively and coherently, minimising the potential of conflicting
interpretations and interventions and providing maximum clarity on competences in order to prevent
enforcement gaps or competence battles.

Finally, in order to create positive changes for consumers in digital markets, it will be important that a
progressive interpretation of EU consumer law is adopted across the EU, both by national authorities as
well as by national and European Courts. Clear legislation is likely to speed up that process.

Recommendations:

1. Clarify how the existing generic provisions of EU consumer law are applicable to online unfair
design.

2. Explicitly prohibit specific harmful and unfair online persuasive practices in EU consumer law
or prescribe specific design solutions to regulate certain practices?®.

3. Create alegal duty of care for digital traders to build digital environments that are inherently
fair to consumers.

4. Explicitly extend the protection of consumers to other types of harms such as time lost,
emotional harm, privacy lost or addiction created.
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5. Create legal liability for third-party facilitators for products and services that create, enable or
support deceptive designs in e-commerce.

6. Encourage that businesses informed themselves about the effects of their digital commercial
techniques through testing.

7. Draft legislation bearing in mind its application to AR and VR consumer spaces, to system-
level dark patterns and to the accumulative effects of dark patterns.

8. Provide for an integrated legal regime to tackle dark patterns, across the different relevant
policy fields.

2.2 Personalisation of commercial practices

Consumers increasingly encounter personalised commercial practices in the digital domain, such as:
personalised or targeted advertising'!, personalised digital services, personalised digital sales
environments including personalised online marketing techniques and the personalisation of prices and
discounts!?, Additionally, customer data gathered online, is also being used to personalise offline
commercial practises®®. Personalisation can have advantages for consumers. Targeted advertising can
reduce search time or bring relevant products or services to the consumer’s attention and personalised
prices could benefit certain groups of consumers. However, at the moment, consumers are not given any
form of control over the extent to which they wish to be the subjects of personalised practices. Moreover,
without disclosure by the trader, which is mandatory only in some cases, the majority of consumers will
not even be aware of the fact that they are subjected to personalised practices. Let alone that they
understand the implications thereof. Additionally, some forms of personalisation may be beneficial to
consumers, such as tailor-made services or recommendations. However, most applications appear to
benefit the business that engages in the personalised practice more than the consumer. One such
practice is personalised pricing. Although still a topic of debate and research among economists, general
economic theory suggests that personalisation of prices and discounts may lead to a shift of surplus from
consumers to producers'“. It is time to have a political decision on whether personalisation of prices
sufficiently serves consumers’ interests and what to do if it does not. Apart from these economic
considerations, personalisation practices in general bear risks some of which fall within the domain of EU
consumer law. When personalised practices, whether in advertising, marketing techniques or pricing,
exploit consumer weaknesses based on data collection, they may constitute unfair commercial practices.
Some business may set their Als to deliberately exploit those weaknesses. However, particularly — but not
just - self-learning Als may produce unfair practices as a result of their own feedback loops. Even many
well-meaning businesses are insufficiently in control of their Als to prevent this!®. To make matters worse,
there are reasons to believe that those Als may disproportionately disadvantage already vulnerable
groups, thus contributing to greater social disparities!®. Where it may currently be hard for traders to
identify the shortcomings of their own systems, it may prove even harder to detect and determine such
violations for public consumer authorities. Since most of the consumer-facing Als in e-commerce do not
currently fall under the scope of the draft Al Act, requirements such as logging, auditing and human
oversight are not required. As a result, the risks are increased, and controlling these practices will be
burdensome.

The forms of commercial personalisation that remain allowed after political decision-making on the merits,
should, as a bare minimum be subject to effective transparency to consumers (see par. 2.4). In order for
consumers to make well-informed decisions that are in line with their interests, they should be made
aware of the fact that they are subjected to personalisation, whether it is a personalised advertisement or
a personalised price or discount. Furthermore, it should be examined how the different applicable legal
fields that cover personalisation, form an integrated and coherent legal framework to prevent businesses
from exploiting potential loopholes and inconsistencies.

Recommendations:

9. Initiate a political debate on the desirability of various forms of personalisation, in particular of
personalised pricing and discounts.

10. Provide consumers with meaningful control over the question as to whether they want to be
subjected to various forms of personalisation or not.
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11. In a future evaluation, bring Als that enable personalisation used in e-commerce under the
remit of the draft Al Act to allow for requirements that allow effective oversight.

12. Where personalisation is allowed, require consistent and effective transparency on
personalisation by traders, preferable in a way that is standardised across the EU.

13. Align EU consumer and privacy law to create an intricate legislative framework governing
personalisation practices.

2.3 The average (digital) consumer

Under current EU consumer law, the legal assessment of whether a commercial practice leads, or could
lead, to consumers making decisions that they otherwise would not have made and therefore could be
unfair, is based on the yardstick of the ‘average consumer’. Case-law from the European Courts, in which
the definition of the average consumers has been established, assumes the average consumer to be
“reasonably well informed and reasonably observant and circumspect™'’. In reality, few or no consumers
at all possess the abilities attributed to them by the courts. Behavioural and psychological science have
demonstrated that humans are often not rational decision-makers at all*®. Particularly in a digital setting,
they are vulnerable'®. Perversely, in some cases, it may even be rational for consumers not to inform
themselves properly when considering the time this may require compared with the gains of doing so?.
Fundamental criticism of the definition dates back over more than a decade?!. With the added challenges
presented by digital commercial environments, in which the vulnerabilities of consumers can easily be
exploited, the time has come for EU consumer law to better reflect the reality of consumers’ abilities by
redefining the yardstick of an average consumer. Lowering the expectations of what consumers are
capable of, will raise the overall level of protection offered by the current legislation to levels required by
today’s challenges for consumers in the digital age.

Second, it is essential that clarity is provided on the applicability of the concept of the average consumer
in relation to personalised commercial practices (see par. 2.3). In its Guidelines for the Protection of the
Online Consumer??, ACM argues that the legal fiction of the average consumer should not apply in cases
of personalisation, since the commercial practice is aimed at an individual consumer or a well-defined
group. The nature of personalisation renders the use for generalisation obsolete. The available knowledge
about the specific characteristics of the targeted consumer (or consumer group), which provides the basis
for the personalisation in the first place, should be taken into account by the trader when drafting its
commercial practice. In this way, the trader will be barred from abusing specific vulnerabilities. As a result,
protection for more vulnerable groups of consumers will become inherent to the system of protection in
cases of personalisation.

Recommendations:

14. Provide an updated definition of the average consumer in EU consumer law, which mirrors
real consumer behaviour.

15. Clarify that the legal yardstick of the average consumer does not apply in the case of
personalised commercial practices.

2.4 Transparency that serves consumers

Digital commercial environments are characterised by an information and power imbalance between
consumer and businesses. Businesses can rely on extensive customer data, psychological insights and Al
applications to optimise sales architectures for conversion, using their granular knowledge about
customers and their cognitive biases to influence consumers’ preferences and purchasing decisions?3. In
order to mitigate the negative effects of the imbalance, EU consumer law contains various provisions that
require businesses to disclose information to consumers, so-called transparency requirements. Recent
legislative changes have added more such requirements in the digital space, such as transparency
requirements on paid ranking?*, on the use of automated decision-making processes and on policies in
relation to customer reviews?®,
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There is broad agreement among professionals, supported by extensive empirical research, that the
effects of transparency requirements are limited, due to a variety of reasons?®. First, too much information
will lead to information overload. A mental state in which consumers will simply disregard the information
provided. Second, the information is not always accompanied by a meaningful option for alternative
action. What should a consumer do if they do not want to buy from a trader that uses automated decision-
making processes? Is that even still possible online? A third reason lies in the fact that businesses have
incentives to obfuscate mandatory information when it negatively impacts conversion rates. In practice, it
is not difficult — although forbidden - to render the mandatory disclosure of information ineffective?’. For
example, by presenting the information in a small, grey font, using ambiguous terminology?®. And even the
conversion optimisation process of a well-meaning business runs the risk of impairing the effectiveness of
the transparency features as it works to increase the visibility of the features that create conversion, thus
decreasing the visibility of the mandatory information. And lastly, as a result of the myriad of different and
ever changing ways in which information is conveyed to the consumer, little consumer learning can take
place. In addition, it should be noted that transparency requirements that are not effective, pose costs on
the business community that cannot be justified by any benefits to consumers.

ACM advocates caution when it comes to the introduction of more transparency requirements and it would
support a systematic review of the existing requirements in the broader context of all the transparency
requirements that consumers face, also those introduced by other legal fields, such as privacy law.
Caution is required with respect to transparency requirements in relation to unfair marketing techniques
that rely on false information in the first place, such as fake consumer engagement, randomised low-stock
messages or randomised countdown timers. Transparency is unlikely to solve the consumer problems
involved?®. Second, transparency requirements may provide little relief in relation to ‘powerful’ behavioural
techniques such as defaults or scarcity cues®. When transparency requirements turn out not to effectively
remedy the negative effects of online persuasive techniques, consumer legislation should resort to other
solutions aimed at restoring the healthy power balance between consumers and businesses, for example
by prohibiting certain harmful techniques. And thirdly it is important to recall that transparency
requirements will never be able to be effective for all consumers. Particularly more vulnerable groups are
less likely to benefit from the advantages offered by the provided information.

When transparency requirements are introduced, legislation should support ways in which their
effectiveness could be guaranteed. Empirical research suggests that one way to do so would be to
standardise the requirements in text and design to the extent possible. This contributes to consumer
recognition and learning over time®. Another way to increase the effectiveness of transparency
requirements in specific digital commercial spaces, is to test for their effects in field experiments among
actual customers in real sales environments®2. And finally, when considering the introduction of a
transparency requirement, the overall advantages for consumers should be weighed against
disadvantages of those who are not served by the requirement.

Considering the vast numbers of transparency messages on the web and the information asymmetry
between businesses and enforcement bodies in this respect, this would be a resource-intensive task to
bestow upon consumer authorities. Therefore, and in the light of the ongoing A/B-testing already being
conducted by business, it could be proportionate for consumer law to oblige businesses — demanded by a
regulator - to show that its transparency messages are effective, based on independent testing®3. This
would reverse the burden of proof and facilitate effective public oversight. It would also provide valuable
knowledge to the businesses that they can use to develop more effective compliance policies. One
important question that will rise in this respect is at what level of consumer comprehension a transparency
requirement will be considered sufficiently effective.

Recommendations:

16. Be cautious about introducing new transparency requirements. Find alternative ways to
restore the imbalance between consumers and businesses.

17. When transparency requirements are introduced, make sure they are proven to be effective
and benefit consumers. Evaluate existing transparency requirements for effectiveness and
usefulness.
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18. If negative effects of practices cannot be mitigated by more transparency, alternative solutions
for transparency requirements must be sought. Commercial practices for which no sufficient
alternative solutions are available, should be banned.

19. Protect online consumers against an information overload created by too many transparency
requirements across the board.

20. Standardise new and existing transparency requirements in text and design across the EU.

21. Require businesses to produce comprehension testing results on their transparency
requirements on demand by enforcement bodies (public or otherwise).

3 Specific recommendations

3.1 In-game and in-app currencies

It is not a new phenomenon that a substantial number of online games have their own in-game currency
with which purchases can be or should be made in the game. Purchases of digital items or services with
virtual currencies are now one of the most important revenue streams of gaming companies. More
recently also social media platforms such as TikTok have started to use virtual currencies of their own
making on their platforms®4. The use of these kinds of currencies may pick up even further if platforms that
plan to build immersive AR/VR environments, such as Roblox, were to push their own currency as the
preferred method of payment in these digital environments. These developments demand a renewed
assessment of consumer problems and risks related to the use of such virtual currencies.

The first set of consumer issues related with in-game and in-app currencies lies in the fact that
businesses, by using these currencies, deliberately or in effect, disconnect consumers from the
awareness that they are spending actual money. This holds particularly true for children, which form a
large part of the group of users of games and social media. Furthermore, the amount of money spent is
also blurry to consumers as a result of the exchange rates of virtual currencies that are difficult to
calculate with. As a result, consumers may spend more than they otherwise would have, which is against
their interests. The fact that often, in part, the in-game currencies can be earned through gameplay further
muddles the connotation with real money. The fact that in-game and in-app purchases often take the form
of microtransactions further increases the risk of over-spending. And similar over-spending is played into
by offering currency-packages that represent more or less value than the value required for a purchase. A
related issue lies in the fact that different games and platforms use different exchange rates for their
currency against the relevant real currency, for example the euro. Additionally, some games use multiple
yet different in-game currencies alongside each other. Consumers that are active in multiple games or
platforms may struggle to estimate the monetary value of specific in-game or in-app currencies. This
problem is further exacerbated by the introduction of fluctuating prices of those currencies effectively
resulting in fluctuating exchange rates.

A second set of consumer issues results from the fact that the legal status of transactions made with in-
game and in-app currencies is uncertain. Often, the terms and conditions determine in-game and in-app
currencies to be licence or user agreements, and any transactions made with these currencies are
qualified as the exercise of a contractual right. This creates uncertainty whether the rights of consumers
under the digital content directive and consumer rights directive apply to these transactions. For example,
it is uncertain whether consumers can invoke their right of withdrawal or their non-conformity rights when
converting in-game or in-app currency into, for example, an in-game item, despite the fact that the
transaction has all the characteristics of an actual purchase. In-game and in-app currencies are often also
made non-refundable, which results in financial loss for the consumer if they want to stop using the game
or service or in a situation which resembles lock-in if the consumer continues to play the game in order to
avoid loss of the currency. Differentiation in consumer rights that are applicable to payments with real
money, on the one hand, and in-game or in-app currencies, on the other, could lead to discrimination and
could provide an unjustified incentive for businesses to move towards in-game and in-app purchases and
away from offering purchases using real money.
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Recommendations:

22. Consider a prohibition of in-app and in-game currencies, specifically in relation to children.

23. If in-game and in-app currencies remain allowed, ensure that consumers have the same or
similar rights when in-game and in-app purchases are made with in-game or in-app currencies
as for in-game or in-app purchases with real money.

24. Demand from businesses that, when presenting prices that are displayed in in-game or in-app
currency, those prices are also presented in real money.

25. Add contractual terms that stipulate that in-game and in-app currencies to be non-refundable
as an unfair contract term to the Unfair Contract Terms Directive.

3.2 Loot boxes

Like in-game currencies, loot boxes are common practice in online games. And similar to in-game
currencies, for a number of reasons, they present a significant risk to consumers, particularly to children
and minors. Since their first appearance in an online game in Europe in 2011%®, loot boxes have steadily
increased as an important source of income for game developers, with most revenue today being
generated through loot boxes. Sales revenues for loot boxes are projected to reach 20 billion US dollars
by 2025, with approximately 230 million users world-wide spending money on loot boxes®®.

A first concern in relation to loot boxes is that they contain features that strongly resemble gambling
practices, thus substantiating a substantial risk for gambling addiction among consumers®’. A consumer
will not know in advance what rewards the loot box will offer, while more and less valuable rewards are
not evenly distributed in terms of winning probabilities. Despite the gambling-related features, it is not
clear if and to what extent loot boxes are covered by gambling laws. In a recent ruling by the highest
administrative court in the Netherlands, the court concluded that Dutch gambling laws are not applicable
in relation to loot boxes in FIFA22, because the loot box should not be considered a game of chance
separate from the online game®®. As a result, the loot boxes need to be assessed on the basis of generic
consumer law. In its Guidelines for the Protection of the Online Consumer, ACM has formulated
obligations in relation to loot boxes based on EU consumer legislation. The Guidelines state that games
should be transparent about winning probabilities of specific items that can be obtained from a loot box,
and about the costs of a loot box in real currencies (see par. 3.1). The Guidelines also point to the
responsibilities that the gaming industry has in relation to children and minors, and prohibit game
developers from actively promoting the purchase of loot boxes to them.

However, these obligations will, in all likelihood, not sufficiently mitigate the various risks to consumers in
relation to the deceptive designs, the inherent risks of micro-transactions, the distortion of the connection
with real money, the skewed winning probabilities and the aggressive marketing practices that are
connected to the use of loot boxes in today’s gaming environment®. Therefore, ACM would recommend a
thorough assessment of the risks and harms of loot boxes, which supports a debate on the potential
prohibition of loot boxes.

Recommendations:

26. Consider a prohibition of loot boxes, specifically in relation to children.

27. If loot boxes will remain allowed, clarify the applicable legal regime, and clearly regulate on
issues like winning probabilities, transparency, marketing practices etc.

3.3 Non-Fungible Tokens

The blockchain-based technology of non-fungible tokens (NFTs) allows for a form of digital ownership
which is transferable. Although it appears that, currently, NFT-transactions predominantly are of a
speculative nature, it is likely that NFTs will also play a much larger role in consumer transactions in the
near to medium-term future, for example when purchasing digital items in immersive AR/VR
environments. An initial internal analysis, undertaken by ACM, suggests that NFTs may be covered by
existing EU consumer law. However, enforcing the law in relation to them, raises some serious
challenges. It may be hard to determine the nature (trader or not) and identity of the seller based on crypto
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wallets. If the trader does not voluntarily disclose their identity, this will be virtually impossible. Invoking
some consumer rights in relation to NFTs could also prove to be difficult. For example, it is difficult to
imagine how a transaction could be reversed in the case of non-conformity of the product, since the
blockchain transaction cannot be reversed. Lastly, NFTs are also surrounded by other consumer
problems, such as a lack of price transparency and price manipulations by traders. Potentially, NFTs
could be brought into the scope of EU consumer law to address some of the existing issues.

Recommendation:
28. Provide clarity on the legal status of NFTs in relation to EU consumer law and the rights
consumer have if they purchase an NFT.

4  Closing

ACM is and will remain committed to safeguarding a high level of consumer protection in digital markets
through enforcement, consumer education, and compliance efforts. It welcomes any changes to the
European consumer legislation that restore the balance between consumers and businesses and that
facilitate positive outcomes in digital markets for all, now and in the future. ACM remains at the European
Commission’s disposal for a continued conversation on the application and implications of the
recommendations as presented in this non-paper.
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